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Introduction 

Historically, open trade has been a driver of technology growth and adoption. Open trade policies 
continue to be the fundament of growth in innovative new technologies. While there is no endorsed 
definition for “digital trade”, European ICT industry association DIGITALEUROPE defines it as “intra 
commerce and international trade in which the Internet and Internet based technologies play a 
significant role in ordering, producing, or delivering products and services.” 

By that definition, digital trade is growing. Furthermore, digital technologies enable trade of other 
goods and services. In 2012, EU exports of digitally deliverable services went from EUR 415 billion to 
EUR 667 billion, or 24.8% of total EU exports and cross-border online traffic worldwide was up 18-fold 
from 2005 (projected to increase another 8-fold by 2025). And in the space of a decade, e-commerce 
across borders claimed over 10% of the trade in goods.  

Despite this growth potential, and despite commitments from G20 leaders in 2013 to resist all forms 
of protectionism and keep markets open, the current state of affairs sees many countries putting in 
place policies to partition the data economy by limiting cross-border data flows. This rise of forced 
localisation policies, notably in important sectors such as manufacturing, services and information and 
communication technologies (ICT), marks a troubling shift in the global trade and economic policies. 
Some of these policies are motivated by legitimate privacy and security concerns about the security 
of networks or data protection, but many amount to digital protectionism in disguise.  

Given the global and collaborative nature of the ICT industry, fragmentation of the Internet can only 
lead to less investment, less exchanges, less economies of scale and, consequently, the deceleration 
of the data-driven economy. The OECD notes that the internet has become an “essential 
infrastructure” and calls for it be kept open and decentralised to enable communication, 
collaboration, innovation, inclusive participation and economic growth.1 The detrimental impact of 
restrictions to digital trade on economic and job growth, new business models, citizens’ access to 
goods and services and capacities of businesses and governments to benefit from digital tools is 
measurable. The Peterson Institute for International Economics found that local content requirements 
can reduce global trade by up to EUR 75 billion each year.2 Think tank ECIPE confirmed that local 
content requirements have a detrimental impact on GDP.3 Other examples of barriers to digital trade 
include 

 Technology transfer requirements; 

 Local content requirements in public and private investment; 

 Obligations for local ownership of foreign firms and/or their intellectual property; 

 Obligations or guidance to hire locally (and curbing the mobility of skilled staff); 

 Discrimination against foreign online sellers; 

 Mandated in-country testing and certification; 

 Restrictions on the ability to move data across borders; 

 Mandatory domestic data centre location and data hosting requirements. 

There is an evident need to update the trading system to reflect and enable today’s digital economy 
by finding a good and trustworthy model that strikes an adequate balance between privacy and trade. 
As historic partners, the EU and Japan should work together both to create new rules for digital trade, 
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but also by addressing barriers to digital trade. Designing the optimal framework of high quality 
multilateral rules for the digital economy is an important opportunity for the EU and Japan to set 
standards going forward, as there are currently very few mechanisms to realise open digital trade at 
global level. 4  There are challenges to this course: finding the proper balance between privacy 
protection and free flow of data, the reach and efficacy of cybersecurity, and the risk of other parallel 
trade negotiations creating disparate rules for Internet governance. 

 

The EU-Japanese Partnership 

Japan has been a Strategic Partner of the European Union (EU) since 1991. The 1991 Joint Declaration 
names “dialogue and cooperation on various aspects in areas such as trade, investment, industrial 
cooperation, advanced technology, energy, employment, social affairs and competition rules” a 
priority for the relationship. Since then, the EU-Japan relationship has deepened and intensified. In 
the context of the ongoing negotiations for an EU-Japan Strategic Partnership Agreement and a Free 
Trade Agreement (FTA) both parties have committed to extend beyond the free trade of goods to 
likewise remove non-tariff measures and work to develop regulatory cooperation in ICT and FLMs 
(Forced Localization Measures) in ICT and personal data protection. Japanese and European ICT 
industry associations welcomed these initiatives to combat data localisation requirements and 
reiterated that the movement of data across borders is an “imperative for today’s global economy” in 
the 2014 Tokyo Resolution.5 As recently as December 2016, the Japanese government declared its 
intent to “work together with the EU to establish a state of the art digital economy which can be a 
model for the rest of the world”.  

Including data flows in trade negotiations has however proved difficult. It was a point of contention 
in talks for a (now defunct) Transatlantic Trade and Investment Partnership (TTIP) and in late 2016, a 
European Commission representative said the Commission “does not negotiate data protection 
standards in free trade agreements” referring to the EU-Japan FTA negotiations, expected to be 
concluded by the end of 2017.  

It bears mentioning that the partners are navigating a changing and increasingly unpredictable trade 
climate, in particular with regard to whether the US will continue its historic commitment to open 
trade. US President Trump is outspoken against trade, specifically Chinese imports, TPP and NAFTA, 
and has even suggested tariffs on imports ranging from 20-45%. Given the unclear future of US trade 
posture, it is crucial that long-standing partners—and big global players—like the EU and Japan fight 
the temptation to turn inward.  It is indisputable that both parties have much to gain by working 
together in their already robust bilateral dialogue to create high quality, multilateral rules for the 
digital economy. It remains to be seen whether the EU and Japan will contribute to the design of new 
digital trade rules and dismantle barriers to digital trade and investment in the framework of the EU-
Japan FTA. If they do, it could well become the model to follow. 
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Digital Trade in the EU 

The European Commission has endeavoured to remove unjustified barriers within the Single Market. 
Following the 2016 adoption of the General Data Protection Regulation (GDPR), there is little evidence 
that localization requirements imposed by a few Member States are still justified. In January 2017, the 
European Commission released a series of data-related measures. The package included a 
Communication on Building a European Data Economy6, wherein Member States are invited to 
remove these barriers. 

Beyond the Member States, the European Executive is also taking an international view on data flows. 
Along with the aforementioned Communication, the Commission published a second Communication 
on Exchanging and Protecting Personal Data in a Globalised World7. The Communication explores a 
background in crafting adequacy decisions and international data protection mechanisms. 
Adequacy decisions are adopted by the European Commission and establish that a third country 
ensures an adequate level of protection of personal data by reason of its domestic law of the 
international commitments it has entered into.  Adequacy decisions result in the free flow of data 
from the EU, without the data exporter needing to implement any additional safeguards. Countries 
that enjoy this status include Canada, Switzerland, Argentina and the US under the “Privacy Shield” 
arrangement. The Communication also sets the scene for ongoing and upcoming negotiations on 
international data transfers, such as with Japan and South Korea. 

Nevertheless, the Commission is careful to underline that the protection of personal data is non-
negotiable in trade agreements. It is further suggested that discussions as to data protection and 
trade negotiations have to follow separate paths but that adequacy decisions should be the best route 
to achieving “mutual trust” and “the uninhibited flow of personal data”. Ultimately, adequacy 
decisions could accordingly accompany trade negotiations and they may complement existing 
regimes.  This is not a new stance for the Commission and reflects its ambition to export the EU 
privacy regime to third countries. The Communication suggests that a sort of “upward convergence” 
is operated in the current review of the Council of Europe’s Convention 108. This is the only binding 
multilateral instrument in the area of data protection and is open to non-members of the Council.  

An additional concept paper concerning data flows in international agreements is waiting in the 
wings. Its release has been delayed significantly, as it first stalled at technical level, between the 
Commission’s Trade and Justice Directorate-Generals, before being escalated to Commission 
President Jean Claude Juncker’s cabinet and finally sent to both the European Parliament and the 
Council for further discussion. Although its content is not yet public, many believe it will outline how 
the EU would propose clauses in future trade deals that reconcile the need for international data 
flows and the EU privacy standards. The text would consist of high level principles for the EU to 
include data in FTAs that could replicated in future agreements. Given the parallel timelines, it is 
possible that the EU-Japan FTA would be the first agreement to contain these clauses. To date, as 
the Commission has not reached a final agreement on the text, the Japanese negotiating team has not 
yet reviewed the language. If the Commission is further delayed, it is possible that the EU-Japan FTA 
would proceed without this clause rather than delay the conclusion of the deal. In any event, it is 
predicted that the Commission will need industry support to convince capitals to endorse the 
communication.  

The Commission has also committed work with stakeholders to develop alternative personal data 
transfer mechanisms adapted to the particular needs or conditions of specific industries, business 
models and/or operations. Such alternative data transfer mechanisms could comprise codes of 
conduct or sector-specific adequacy decisions, for instance.  
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Digital Trade in Japan 

In Japan, protection of information derives primarily from legislation with some case law. The current 
law (three main laws—the Act on the Protection of Personal Information, the Act on the Protection of 
Personal Information held by Administrative Organs, and the Act on the Protection of Personal 
Information held by Incorporated Administrative Agencies—with ancillary legislation) on private 
sector data came into force in 2005 and has undergone some amendments. The business community 
played a role in shaping the framework, with Keidanren (major representative body for large Japanese 
commercial and industrial concerns) throwing its weight behind the development of such a law, 
provided that the regulations would be agreed on with industry cooperation. The law was modelled 
on the EU directive. As Japan is a member of the OECD and its legislation was therefore also influenced 
by the OECD privacy Guidelines. The Japanese government has also set guidelines in several fields and 
industry sub-sectors. The guidelines are not binding on business but most companies abide by them.  

The Japanese position on digital trade can be gleaned from its most recent trade negotiations. Japan 
is in favour of including data flows in its negotiations with the EU and had ratified the Trans-Pacific 
Partnership for which negotiations concluded in October 2015. Japan was outspoken in its support for 
TPP which included provisions on cross-border transfer of information, eliminated tariffs on digital 
products and electronic transmissions and prohibited forced localization of data centres. Japan was 
even more vocal as TPP came under threat from US President Trump, who ultimately kept his 
campaign promise to “kill” the deal in the first weeks of his presidency.  

Generally speaking, the data protection and privacy rules in place in Japan are less strict than EU 
rules. As a result, Japan will have to adjust its laws in order to benefit from an adequacy decision, 
specifically in what concerns access to data by public authorities. According to the European 
Commission, this adjustment could take years – and the ink is still drying on Japan’s last update to the 
law. To benefit from an adequacy decision, the Japanese system would not have to be a copy of the 
EU’s, but rather it must guarantee “essentially equivalent” levels of protection.  

Tokyo is now awaiting the aforementioned proposal of language on the free flow of data from the 
European Commission in the free trade agreement. This could take the form of commitments to 
promote the growth of ICT goods and services that are the backbone of the digital economy, increase 
regulatory cooperation in this area, or to realise a habitable investment climate for the development 
and trade of new technology. Again, the language will not serve to determine data protection rules, 
but rather use the FTA as a vehicle to establish principles for digital trade, e.g. safeguards for cross-
border data flows or ending unjustifiable localisation of data. In effect, the EU and Japan are presented 
with a chance to make the rules and establish norms for ICT chapters in future trade agreements and 
feed the WTO process via upward convergence.  

 

  



Designing the “Right Framework” for digital trade:  

Why business needs it:  

Trading in today’s globalized economy is impossible without the free flow of data and digitally 

deliverable services. Cross-border data flows have become a fundamental part of many international 

companies’ daily operations. The OECD reports that “ICT infrastructures used to perform data 

analytics, including the data centres and software, will rarely be restricted to a single country, but will 

be distributed around the globe”.8 However in contrast to multilateral trade rules on goods (GATT) 

and services (GATS), there are few internationally agreed rules to ensure predictability for cross-

border data flows.9  

As the OECD states, “the free flow of information and data is not only a condition for information and 

knowledge exchange, but a vital condition for the globally distributed data ecosystem as it enables 

access to global value chains and markets”. 10   Only a predictable and seamless digital business 

environment can unleash this economic growth potential and trade in data is crucial for maximizing 

prosperity.  

96% of business leaders say digital technologies are important or critical to boost EU competitiveness, 

93% for economic growth and 75% for EU job creation. The Information Technology Agreement would 

prove them right – it has contributed to sweeping technological development, innovation, productivity 

and growth.   

As the biggest global exporter of digital services, the EU has a clear stake in doing all it can to enable 

digital trade and better access to foreign markets. The Digital Single Market strategy lays out plans for 

the EU to lead on Industry 4.0 and the digitization of industry – given the global nature of the ICT 

sector, the EU can only lead if it ensures the digital economy remains integrated with the global 

marketplace.11  

The benefits of open and fair digital trade would reverberate through nearly every sector as the free 

movement of data is critical for any industry engaging in global trade.  

 

What it might look like: 

The next step is to consider what form the framework for digital trade enabling this business 
environment will take, what safeguards it will need and what remaining barriers inhibit its realisation.  

There is consensus that the optimal framework would be as multilateral and replicable as possible, 
referring to principles agreed at WTO level (e.g. currently dormant eCommerce Work Programme) and 
global standards and specifications, as well as guidelines from the OECD (e.g. local content 
requirements). Given the failure of recent Doha rounds, it is to be expected that countries will try to 
advance on their own terms; in this case arenas gathering as many partners as possible are to be 
favoured (e.g. ITA or TiSA). The 2016 OECD Ministerial Meeting on Maximising the Benefits of the 
Internet Economy is a recent example of an opportunity for collaborative rule-making in this area of 
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global economic importance. The WTO Ministerial meeting set for December 2017 in Buenos Aires 
will possibly select digital trade as its flagship issue, presenting a further chance to dialogue on the 
matter in an international forum.  

Beyond these contexts, it would be logical to expect a fair and open framework should draw 
inspiration from “best practice” regulations in place around the world on a range of subjects from e-
health to Big Data to the Internet of Things.  

Importantly, industry has a role to play to promote an intelligent design of this framework, whether 
on internet governance, data protection rules or the identification of overly burdensome regulation 
or barriers to digital trade in their specific sectors. Policymakers must be attentive to the realities and 
needs of global business in this regard and seek discussion with multiple stakeholders.  

Finally, as is evident in the debate on including data in the EU-Japan FTA, bilateral trade negotiations 
can be a source for upward convergence in policymaking to enable digital trade.  

 

  



QUESTIONS for DEBATE  

Why is digital trade so important? 

To industry: 

 Why do EU and Japanese businesses need fair and open digital trade, and why is it needed 

so urgently? 

 Will digital trade mean we run the risk of lowering privacy standards designed to protect 

consumers and citizens? 

 

To decision-makers: 

 What triggered the change of heart in the Commission to include text on data provisions in 

future FTAs?  

 

How can we design the right framework? 

To industry: 

 In your particular sectors, what specific barriers block digital trade? 

 In your particular sectors, on which issues do you see possibility and value of digital trade? 

 Do you feel industry recommendations to policymakers with regard to digital trade are 

taken seriously? Is there a need for more platforms or one regular platform for industry to 

contribute more systematically? 

 What are the principles that business would want the European Commission to put forward 

in its “template text” for future Free Trade Agreements (including the EU-Japan FTA)? 

 What scenarios are available and what are their advantages/disadvantages (BCRs, SCCs, 

adequacy decisions, text in FTAs, etc.) 

 

To decision-makers: 

 What elements of consistency among data protection frameworks are needed to have truly 

interoperable/adequate systems 

 DG CNECT organises the EU-Japan ICT Dialogue. Does that dialogue address how to 

build the right framework for digital trade? 

 What do you need from industry? When do you need them in the process? (e.g. support for 

the Commission text for FTAs) 

 Do you believe bilateral efforts will have a wider influence (WTO)? 

 


