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e EU-JP collaboration

e Duration 3 years (Ist October 2014 - 30 September 2017)

o |apartners (3 EUl and B JP)

e Budget: ~3 million euros
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e Requirements coming from loT + Big Data + Cloud

(1/2)

EU-Japan Centre
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Vast amount of |oT devices and data

Topological fragmentation of loT endpoints
Heterogeneous in nature devices and data; need to be
understood; need to be discovered

Security and privacy of data
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e Requirements coming from loT + Big Data + Cloud

(2/2)

luality and trust of data and processing; data sources not

strictly controlled; software/hardware issues

o Expose data (raw and processed) and knowledge generation
functionalities

e Re-use of data and services

e Autonomic management and orchestration

EU-Japan Centre
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 iKaaS approach
e  Multi cloud environment; maximize coverage and amount of
resources to be offered
e  [lobal Cloud; legacy cloud computing paradigm
 local Clouds; formed on demand to extend coverage and
capabilities
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 iKaaS platform features
 tfficient management of heterogeneous loT devices
e lnified representation of data/services and platform
capabilities
o Distributed data storage and processing
e decurity and privacy of data
o [uality of data and trust
e Knowledge-as-a-dervice
e Autonomic cloud-aware service management
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Platform features Components of the
architecture

Efficient management of | Virtual Entity
heterogeneous 10T devices

Efficient and unified representation | iKaaS data model, Local Cloud DB,

of the data from loT devices Virtual Entity, Resource Catalogue

Distributed data storage and | Local Cloud DB, Global Knowledge

processing DB, Local and Global Data Processing

Security of data and information Security Gateway, Privacy DB, Global
Service Manager

Quality of data and information (Local) Data Processing

Knowledge-as-a-Service (KaaS) iIKaaS knowledge model, Global and
Local Data Processing, Global

Knowledge DB, Local Cloud DB
Consolidated description of service |iKaaS service and platform model,
components and platform | Resource Catalogue

capabilities

Autonomic service | Global and Local Service Manager,
management/orchestration Global and Local Cloud Manager
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 Key points to keep in mind (1/2)
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Multi-cloud architecture; allow anyone with infrastructure to
contribute it (edge/fog computing ++)
Knowledge-as-a-dervice; ease sharing of data/algorithms;
expose data and software capabilities

Docker container implementations with Kubernetes as the
cloud manager

www.Elbusinessindapan.ey  =—
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 Key points to keep in mind (2/2)
e Docker vs VMs

- EU-Japan Centre
. for Industrial Cooperation
BREXHhE 22—

lower overhead than traditional YMs by making use of
kernel features

comparable with VMs in terms of performance

much faster instantiation/decommission of instances
compared to VMs

supported by main free/commercial cloud management
products (not only Kubernetes)

www.Elbusinessindapan.eu
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o Service of Environmental Health in Madrid

e lse real-time and historical environmental data, user
profiles, traffic and other resources
e Provide warnings and recommendations to citizens

EU-Japan Centre
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e Ambient Assisted Living in Smart Gity
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Use indoor condition, activity meter and external data (e.g.
weather, traftic)

Support home automation

Support Smart City navigation

Support remote health monitaring
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Smart Home loT devices (environmental |
manitoring and adjustment)

User Profiles (preferences, personalized |
=0 services, etc.)
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External APls for Smart Cities (loT
devices, Traffic data, weather, etc.

Wearable Devices (e-Health devices,
vital signs monitoring, etc.)
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. Service Activation '
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Local Data Processing
_Bayesian Statistics

Location

Smart Home

Learning of user
preferences for
home automation
based on Bayesian

18°C
0.1033
0.0211
0.125
0.125
0.125

(5

Home Automation - Machine Learning

19°C
0.1033
0.2091
0.125
0.125
0.125

20°C
0.2764
0.2551
0.125
0.125
0.125

Temperature Probability
21°C 2% 20
0.1033 01033  0.1033
0.3213  0.0211  0.0211
0.125 0.125 0.125
0.125 0.125 0.125
0.125 0.125 0.125
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| Local Cloud DB

(JSON DB)
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Time-Slot
24°C 25°C
0.1033  0.1033 10:00 - 14:59
0.1302 @ 0.0211 15:00 - 19:59
0.125 0.125 20:00 - 23:59
0.125 0.125 00:00 - 04:59
0.125 0.125 05:00 - 09:59
' Retrieval of
data from
Local Cloud
DB
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Vital Sign Forecasting

Lystolic blood pressure

& Measurements
== Forecast

New measurement: 11.3 cmHg Current health status: Normal

Forecast: The next 4 possible values are | 12.4 emHg in 20 seconds | 12.2 emHg in 40 seconds | 11.5 cmHg in 60 seconds | 12 emHg in 80 seconds - Warning: Values above 12 emHg are dangerous.

Last updated at 16:12

CHElikoas

Hoemozo
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- I ________ I ______ Actuators

. Monitoring of | [
| actuators status |
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S A - [ LightControl
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. Application: Smart ' § bl plbol _
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e Town Management Service in Tago-nishi

EU-Japan Centre
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Use static, environmental and energy management data
Predict weather and energy consumption

Assist town management personnel in identitying dangerous
areas in the city in advance
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i o
@ Town Management Application
for personnel of town management
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2015/01/30 09:00 -0.1°C
{Snowing Heavily
IRain : 4.0mm/h

Snow : 4 cm/h, 16cm Accum.

EU-Japan Centre

B -tiio www.ElbusinessinJapan.ey  =—

BERRERH V5 —




e \irtual walkthrough in the town in different simulated seasons and
from the "eyes” of different people
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 Health Support Service in Tago-nishi

e lseindoor condition and activity meter data
 |dentity physical inactivity
o Alert to break sedentary behaviour

EU-Japan Centre
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iIKaasS Health support service for
. residences in Tago-nishi area.

‘ Indoor condition

Platform * Identification of staying-at-
8 Activity meter . hﬂmEfphj.f,’ffEﬂf inactivity
Knowledge- elderly residents
Real time sensor data Based ) ,;.fert h:} break sedentary
Integration ehaviour
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This use case is conceptual focusing mostly in the data
acquisition aspects

Evaluate how much elderly people would be willing to allow
personal data collection

200% of elderly people asked refused completely
20% of elderly people agreed only to indoor environmental
sensor data collection

www.Elbusinessindapan.eu
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e Technological issues

e  [ata format/structure needs to be aligned; therefore the need for the
iKaaS model

e  Docker only recently through Flocker started supporting migration of
data together with the container-based application

 Security/privacy of data
o  [ifferences in requlations between different countries
e  Additional constraints when it comes to transfer of personal data
e |t can affect not only transfer of data but even migration of
containers/VYMs when |oaded with data

B, s www.ElbusinessinJapan.eu
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* Transfer of general data

e  [DPR (General Data Protection Regulation) to come in effect in EL from
May 2018 will set out a single rule within EL
e  mainly for personal data

e |egal fragmentation can be a problem (e.q. data retention period
differences)

e [atalocalization issues; some countries (e.g. Russia, Brazil, China)
require storage of data within national borders

B, ot www.ELbusinessinJapan.ey
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 Transfer of personal data (1/2)
e  [DPR to set out a single rule within EL
e  Personal data can be transferred to a third country
e  onthe basis of an adequacy decision (i.e. the third country ensures
an adequate level of protection); this can take a long time
e  binding corporate rules, within the same corporate group in
countries that do not provide an adequate level of protection; costs
money and take time
e  standard data protection clauses, needs a contract for each data
transfer
e uncertain legal situation in Japan for these 3 options

B, ot www.ELbusinessinapan.ey  ——
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 Transfer of personal data (2/2)
e  Personal data can be transferred to a third country
e on the basis of explicit consent from the data subject; limits the use
of data for purposes and by parties not known at data collection
time
e onthe basis of anonymization, so that data are not classified as
personal; location is considered as an identifiable feature so
datasets may become too limited; merging of datasets may allow for
indirect identification
o  APPIRBillin Japan requires explicit consent or adequate data protection
system in the third country
o  Explicit consent is the preferred option

B, ot www.ELbusinessinapan.ey  ——
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e Transfer of data in iKaasS (1/4)

e  Handled through the Security Gateway in collaboration with the Privacy

CA

Aoplicatl Privacy CA
ication >
PP | Privacy Certificate DB |
Global Cloud v
Global Platform R Global Platform ]’I
Local Cloud v
Security Gateway Policy Manager

| Token DB j<—[ Access Control Functions

1 A 4

| Owner DB j<—[ Privacy Control Functions

¥ ¥

| Local Cloud DBEF— Local Query Controller

=iSecurity Policy DBj

=iPrivacy Policy DBj

—

EU-Japan Centre
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o Tr'ansfer of data in iKaasS (2/4)

EU-Japan Centre
for Industrial Cooperation
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Privacy CA issues certificate to be used by the Security bateway to
interpret the rules in the country of the originating Application
Security Policy reflects the rules for access to data in Local Cloud DBs
based on national/regional regulations

Privacy Policy indicates the consent status for personal data
Application is issued a token and can access the data using the same
token many times

www.Elbusinessindapan.eu
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e Transfer of data in iKaasS (3/4)

APPLICATIONS
e om®i"
ages agnis
Query |
iKaas l l
PLATFORM
GLOBAL CLOUD >

SECURITY SECURITY

LOCAL

APPLICATIONS
ol ——

LOCAL
APPLICATIONS

SENSORS/ 10T
DEVICES

o INFRASTRUCTURE

EU-Japan Centre
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e Transfer of data in iKaaS (4/4)

e  [ata are filtered according to the status of the consent of the data
owner

Get Token/Get Cache Token

+ Request

Get Data

+ Request

- Response

- Response

' vawes —— [Mlearameters Vawes |
Accept/Reject ACCEPTED Accept/Reject ACCEPTED
1c34bi74881 385192e1a383eb3450931¢327 7feba3f; otal count:15, passed:10, removed:5
I

\ Token Privacy Control
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e [Cross border scenarios in iKaaS

EU-Japan Centre
for Industrial Cooperation
BREXHhE 22—

Health Support Service; a person from Japan visits ELU
and there is need for health monitoring

Environmental Support Service; a person from Greece
visits Madrid and needs to use location-based services
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y | Retrieve historical & real-time Heart
Predict future | . Rate data from Tago-nishi Local Cloud
Heart Rate & keep | e

the result until is
requested ! _
ﬁ Security Gateway

T “Global Data Processing - i (Tago-n b I)
i o

| Forward the | | Forwardthe |

| retrieval | retrieved data to

| request | | i

| the application |
— - Local Cloud DB
' Global Service Manager | (Tago-nishi)

e

e ; Receive the
e, BT §Q i
predicted data _fatsdea
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0 Health Support Service (2/2)

Need to access personal data stored in Tago-nishi and transfer them to
a Data Processing component in a different country

EU-Japan Centre
. for Industrial Cooperation
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To overcome this privacy issue, the Security Gateway is exploited, which
authorizes the request for the Heart Rate data retrieval process and
keeps the data protected.

Similar scenario implemented with room settings retrieved from JP to
be used for environmental adaptation while in EL

www.Elbusinessindapan.ey  =——
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e Environmental Support Service (1/2)
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e Environmental Support Service (2/2)

»  Nosecurity or privacy issues with respect to data transfer; only local
data are used

e  [ptimal route is derived based on data stored in the Madrid local cloud
e  [nce the personis back in Greece, a request for a similar route in

Lreece will use the corresponding data and Data Processing component
in Greece

B, ot www.ELbusinessinJapaney =
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e Development of modules for (1/2)

= making data from various sources understandable

= registration of:
" SErvices
= physical hosts capabilities
= yser profiles
= data/knowledge
= analysis of service requests

» ¢|oud awareness complemented with [oT service awareness

. www.EllbusinessinJapan.eu -



e Development of modules for (2/2)

= data processing and knowledge generation in smart city / smart home
SCEnarios

= gnline and offline

= ensuring trust and secure flow of [oT data among multiple clouds
= reputation management of ol sources and services
= social trust calculation ("my cloud is your cloud”)
= security gateway and supporting compaonents

B, s www.ElbusinessinJapan.eu
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= APIs for 3rd party access to exposed platform
functionalities and data

= “knowledge as a Service” for all

= third parties as consumers and providers

= Provide iKaaS components (toolbox) as Paad services

= components as containers for wide market take-up

= take advantage of monitoring and configuration/deployment tools offered by
(open-source) cloud management tools

B, ot www.EUbusinessinJapan.eu
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= Who can benefit from us

= Public Administrations, Health Support Service Providers, Town Management
Service Providers, Technology/Solutions Providers

= from the iKaas toolbox
= [itizens

= as users of Smart City services

= as users of the iKaas toolbox to build their own home cloud installations
» [loud communities

= from our real life testing of cloud technologies in Smart City contexts

B, ot www.ELbusinessinJapaney =
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End-users
Health-care

Stakeholders
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e ol + Big Data + Cloud combination has a lot of potential but also challenges that
need to be addressed

e  [ontribution of data sources, actuators, software functionalities as well as
hardware infrastructure are key to support knowledge generation and services

e  [ross-border issues especially due to requlation/privacy of data issues are not to

be ignored (security gateway has been accepted for standardization in
oneMZM)

e  iKaaS has been developing the toolbox and APls to empower several application
domains

EU-Japan Centre
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e Further details

e Web: www.ikaas.com

o Twitter: @ikaasH2020

e Email: s.georgoulas@surrey.ac.uk
kiyomoto@kddi-research.jp
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